State of Montana

/' Steve Bullock

Governor Information Security Advisory Council

March 8th, 2017 1:00PM - 3:00PM
Room 151 - Cogswell Building

1:00 - 1:05 1. Welcome & Introductions Ron Baldwin
a. Approval of February minutes
1.05-1:10 2. Legislative Session Lynne Pizzini

1:10-1:20 3. Nationwide Cyber Security Review - Peer Report Joe Frohlich
a. Contact Information and FOIA Requests

1:20-1:30 4. DOJ - Phishing Report Outlook Add-In Daniel Nelson
1:30-1:40 5. Data Loss Prevention Joe Frohlich / Dave
Johnson

1:40-2:00 6. MT-ISAC Topics of Discussion

a. Annual DMZ Scan Sean Rivera

b. Small Cyber Incident Handling Steps — Update Joe Frohlich

c. MT-ISAC Council Members for next Biennium

d. Disposal of Media Storage — Enterprise Offering

e. State Security Conference (April 19t)

f.  Server Antivirus Update

g. DHS Cyber Security Evaluations

h. ESP Professional Security Training Grant Winners

7. Workgroup Updates
2:00-2:15 a. Best Practices / Tools Workgroup Update Lynne Pizzini / Dawn
e Acceptable Use — Rules of Behavior Temple
e |dentification and Authentication
e AV Augmentation Demos

2:15-2:20 b. Situational Awareness / Outreach / Public Safety ~ Joe Frohlich
Workgroup Update
e QOutreach Letter to State Associations

2:20-2:30 8. Current Threats Sean Rivera

9. Open Forum

2:30-3:00 a. Future Agenda ltems Board Members
b. Public comment Audience
3:00 10. Adjourn Ron Baldwin

Next Meeting: April 12th 2017 1PM-3PM Cogswell Building Room 151

Notice: The Department of Administration will make reasonable accommodations for persons with disabilities who wish to participate in the MT-
ISAC public meetings or need an alternative accessible format of this notice. If you require an accommodation, contact the Department of
administration no later than six business days prior to the meeting of interest, to advise us of the nature of the accommodation that you need.
Please contact Joe Frohlich (406)444-3119 or email jfrohlich@mt.gov
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